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) Review : E2FTAFK

Guest VM

CR3



} Review : Direct Paging (Para-virtualization)

* Modify the guest OS
— No GPAis needed, just GVA and HPA

— Guest OS directly manages its HPA space
— Use hypercall to let the VMM update the page table

— The hardware CR3 will point to guest page table

« VMM will check all the page table operations

— The guest page tables are read-only to the guest
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)

"EASCIN/OEIL?

- 1, 1Z51E®L ( Emulation )
- 2. ¥EMEH I ( Para-virtualization )
- 3. 18%FE\# ( Pass-through)
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) il : QEMU/KVMISSZiE311
- EMM-F&6l—&a813FE

----------------------------------------------------------------------------------------------------------------------------------------------
0

VMM VM
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' 1 : i | Memory ‘
EL1 Network Driver
systemcall SN ISR

5 ¥
: Network
EL2 Linux Drlver

-
--------------------------------------------------------------------

VM Exit (MMIO)

Hardware Virtualization
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) il : QEMU/KVMiBZiEi12
- VAEMR-F&6—UgaidiE
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0 *

VMM VM
ELO QEMU Network Stack
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) FHiE2 : FEBMEER
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) VirtlO: Unified Para-virtualized 1/0
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) Virtqueue
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) i : QEMU/KVMEEEI | BRILZE
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) 5 : QEMU/KVMEEEI : IgfIsZE

-----------------------------------------------------------------------
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Virtqueue

---------------------------------------------------
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EL1 Interrupt
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) ARM SMMU

« SMMUEARMAIOMMURBYECIR
— System MMU

- SMMURJIZITSAARCH64 MMU—E]
— FERR T BB ERFE
— EB—PE : OSHHIRELE : IOVA->GPA
- BIMNE : FS—EREIFERZEHITEZMER
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SMMURJTRZR

Bus = 255

Dev=31:Func=7

PASID[5:0] = 63

Dev=16:Func=0

Bus =N

Bus =0

Scalable Mode
Root Table

Scalable Mode PASID[19:6] = 2'* - 1

Upper Context Table

Dev=15:Func=7 PASID[5:0] =0

Scalable Mode
PASID Table

PASID[19:6] = 0

Dev=0:Func=0
Scalable Mode
Scalable Mode PASID Directory
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) [AJRR2 : QEFMA

« Scalability A%
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) Single Root I/O Virtualization (SR-IOV)

- SR-IOVEPCI-SIG/HLPHEMIT &
- WESRIOVIRERNSE  MRBELINSREH

— BEfERIEE S/ Virtual Function(VF) , — 1 PVFoEZSE— VM
- QSR TEIEE R | BT EWEE ( Data-plane )
— YRGS TR IPhysical Function(PF) , FHHostETE
SRERHITEEFIEE , BFi=%/E ( Control-plane )

- IREAIYIREE
— HRRVF Z AR A SRR L RS
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) EMAE | RBERERESRNESE ?

- Windows ServeriFZ1 AR EII=IE R
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) FE—IREi : CHROOT
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) XHRFMERIEE
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) Chrooti{ER

- {EhEiEsENS L B R
- EHIEFTBIIRE S
- HEHEEEIEER TR
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) Chroot/RIE

- HIZRBMEEER THREHRXG

— BMERANEEN TRESOE
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) Chroot{ELinuxHfgsCIR

. EHREIRERT .

- 518 L5 T

_ uiﬁﬁﬁ won }TTJ&B%_*_ struct fs struct({
o Q/I\TCBaB::EE_II\rOOtai struct path root, pwd;

b7
- — P RFPFLXIZ N Echroot
struct task struct{

struct fs struct *fs;
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) IEfR{ERChroot

« EEroottfRABEZEHIEBER
— BERKECchroot G AR HlrootFA -

o fffRchroot3ll
— {EHsetuidiBR B REERIroottiN R

chdir (“jail”);

chroot (Y“.”);
setuid (UID) ;
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) BFHFESFName SpacefRSHIRE]
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) ChrootBEREMAIEAIIEE ?
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LINUX CONTAINER
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) LinuX Container (LXC)
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) Linux Namespace

- BHINSHE—XZRAIR
- HRERBENAHEEHNESRIR |
- BrRI—H8 LTINS E55ER
¢ E*Eﬁﬁgﬁﬁlﬂ;ﬁﬁuNs Linux

Namespace
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) 1. Mount Namespace

+ BRERIMNEREARENHRSR
- MRBBRIER T —MERRSRENA?
- RZENRFRALET 71555
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Mount NamespaceRJSCIll

1520 st
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) 2. IPC Namespace

- ARBFEANHIEERZIPCHREREMNTA?

- BRI Ss2AHB

— AFRHEEREN "my_mem"” HERFHITEIELE
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— BHHIEOBEIEIAFHIERVEUR | SEHELANEUREEE
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) IPC Namespacefigit
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) IPC NamespaceRJ=Cifl

« [FEENMPCHREGERFEF—1NS
— B PNSEMIEREFTBEOIPCXIS
— HFERBEEHFINSHFSHKIPCXIZR

. EI5)
— IDIAMYy_mem->ARENEZAF
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) 3. Network Namespace
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- R FRATE RS NS B RAW S
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) LinuxXIFZIPAISZIF
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) Network NamespacefJSCIl
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) 4. PID Namespace

- FaaHEiER LR EIERRIMIEERPIDSE R EMTA ?

- [RSEERAFEE—INEEHEIE
- ERHIEEERINHIERIESIGKILLES
- R RS A B R THIEEHIESHRI
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) PID Namespacefigit

- BiEEE
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) PID NamespaceRJsCIfl

- XINSAFMYPIDHITEREIES
— JINEBREBRINEBAUE , RZNIARE +
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) 5. User Namespace

+ BEREMIME— rootARSREMA?

+ RiE— 1 ESRAPEEERAZAE 7 root iR
- ERAFESTRE T BN RRREINR
- DGR A SRR E UM ERFRIERASE
— AL R SRS FhARSS
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) User NamespacefJSCI

- Elfl
- EBERFEFNSHErootFAF

Iroot  Ming
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) HthNamespace

« 6, UTS Namespace

— B/"\NSIBEHRIZAYhostnameZFEZFR

— EFOHENEERRNRE LRIZ1 s
« 7. Cgroup Namespace

— cgroupfsfYSCIl IS EEAEEcgrouptiRBER

- IBEREM | BRRERNHEEIIRERFEER

— HESRATREIENE | B cgroup R Bk
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) HF=FRR

- MRFNIRRT B ER

w

C '-'5  450MB/s

FERBEBREHFITS,HEGSHARET (IPADS@SJTU )

MAX: 500MB/s

73



) Control Cgroups (Cgroups)

» CgroupsEf{t4

— LinuxP9#% ( MLinux2.6.24FF48 ) IRAHS—F S EIRERIZHEE
» CgroupsHEILAMB{TA

- BENAE

— XSRS IR SR T AR U
- ‘EZHCgroups

— B AcgroupfsAIM IR SR 7 RO

H]
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CgroupsBIE RIS

(£33 (task)

{=Hl4H ( cgroup )

F Rt (subsystem )
- EZ% ( hierarchy)
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) {£55 ( Task)
« R —1 &Iz

— FMMES task1Ftask?2
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) =48 ( Control Group )

» Cgroupsift{Ti&FiR M= FBREIRIER

- (ESSRIES
— $=4%Hcgroup 18 Stask
— $=42Bcgroup28 Stask?2
— 1= H4Bcgroup3task1Ftask248 By,

cgroup cgroup2 cgroup3
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) FZEH5 ( Sub-system )

- AJLAIRERE PR 4R {E iz S B IR IR R AL B
- WBEIRAE R
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) B (Hierarchy )

- E=HIBBRRAITIRES
- EEEIEREUE R AR

"

$ mount | grep "type cgroup
cgroup on /sys/fs/cgroup/systemd type cgroup (rw,nosuid,nodev,noexec,relatime,xattr,name=systemd)

cgroup on /sys/fs/cgroup/net_cls,net_prio type cgroup (rw,nosuid,nodev,noexec,relatime,net_cls,net_prio)
cgroup on /sys/fs/cgroup/devices type cgroup (rw,nosuid,nodev,noexec,relatime,devices)

cgroup on /sys/fs/cgroup/cpu,cpuacct type cgroup (rw,nosuid,nodev,noexec,relatime,cpu,cpuacct)

cgroup on /sys/fs/cgroup/freezer type cgroup (rw,nosuid,nodev,noexec,relatime,freezer)

cgroup on /sys/fs/cgroup/blkio type cgroup (rw,nosuid,nodev,noexec,relatime,blkio)

cgroup on /sys/fs/cgroup/pids type cgroup (rw,nosuid,nodev,noexec,relatime,pids)

cgroup on /sys/fs/cgroup/hugetlb type cgroup (rw,nosuid,nodev,noexec,relatime,hugetlb)
cgroup on /sys/fs/cgroup/cpuset type cgroup (rw,nosuid,nodev,noexec,relatime,cpuset)

cgroup on /sys/fs/cgroup/rdma type cgroup (rw,nosuid,nodev,noexec,relatime,rdma)

cgroup on /sys/fs/cgroup/memory type cgroup (rw,nosuid,nodev,noexec,relatime,memory)

cgroup on /sys/fs/cgroup/perf_event type cgroup (rw,nosuid,nodev,noexec,relatime,perf_event)
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